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Problem Definition

* Enterprise networks

— multiple interconnected subnets distributed across
various locations

* Firewalls are everywhere — subnets, PCs

— focus on organizational policy level management
Instead of node level configuration

— administered by different people with different views
of security

Dyvnamic firewall configuration management required




Proposed Solution

o Semi-distributed management
— distribute organizational policies
— enforce updated policies immediately

— check for policy changes and anomalies

XML based representation

— policies, topology, communication, etc.



Firewall Configuration Management

* Firewall Configuration Management (FCM)
— node level management

— organizational policy propogated to lower nodes

e Dynamic firewalls
— Implementation neutral configuration

— firewall agents



Network Domain Model
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FCM Architecture

Domain Policy Server (DPS)

Firewall Policy Manager (FPM)

OPP PCM PAC PRM

N

AN

OPP : Org. Policy Provider
PCM : Policy Change Manager
PAC : Policy Anomaly Checker
PRM : Policy Report Manager

N\

responsible for the distribution of
organizational policy to FAs




FCM Architecture

Domain Policy Server (DPS)

Firewall Policy Manager (FPM)

OPP PCM PAC PRM

OPP : Org. Policy Provider

Policv R it PCM : Policy Change Manager
olicy Repository PAC : Policy Anomaly Checker

PRM : Policy Report Manager

\

handles configuration change
requests coming from OOP and FAs




FCM Architecture

Domain Policy Server (DPS)

Firewall Policy Manager (FPM)

OPP PCM PAC PRM

OPP : Org. Policy Provider
PCM : Policy Change Manager
PAC : Policy Anomaly Checker
PRM : Policy Report Manager

IS not In conflict or inconsistent with the organizational policy as
well as with the policies enforced enroute to domain firewall



FCM Architecture

Domain Policy Server (DPS)

Firewall Policy Manager (FPM)

OPP PCM PAC PRM

OPP : Org. Policy Provider
PCM : Policy Change Manager
PAC : Policy Anomaly Checker
PRM : Policy Report Manager

Policy Repository

/

( Topology.xml

¥

present topology, policy, and
communication information on GUI



FCM Architecture

Domain Policy Server (DPS)

Firewall Policy Manager (FPM)

OPP PCM PAC PRM

OPP : Org. Policy Provider

Policv R it PCM : Policy Change Manager
olicy repository PAC : Policy Anomaly Checker

PRM : Policy Report Manager

Firewall Agent (FA)

Iptables Firewall




Firewall Agent (FA)

 FA should be installed along with firewall

e Translation of implementation independent rules
<order; protocol; src_ip; src_port; dst_ip; dst_port; action>
to firewall commands and for their execution

e Subnet and personal firewalls expected to enforce
both the organizational policy and its local policy

* Local policy should be consistent with policies of
other firewalls that are enroute to domain firewall



XACML

Specification of XML based Access Control
Policies

Sun’s java based XACML implementation
Java based UMU-XACML-Editor

Extend it for firewall policies



XACML Rep. of Firewall Policy

<Policy> all the rules of a firewall policy
<Rule> a single rule of a firewall policy
attributes of <Rule> order and action fields
<Condition> protocol field

<Subject> src_Ip and src_port fields

<Resource> dst_ip and dst_port fields
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Configuration Messages

Direction Command | Parameter Explanation
FA = DPS ADD ordered-rule | add ordered-rule
FA - DPS DEL i deleteith rule
DPS -2 FA ADD ordered-rule | add ordered-rule
DPS 2 FA DEL i deleteith rule
DPS -2 FA GET i get ithrule




Configuration Messages

* Firewall configuration messages are in the
form of a request and a response

e Request:

— FA# SEQ# command {order | ordered-rule}

e Response:

— FA# SEQ# ACK | NACK {@ | ordered-rule | exception}



Prototype Implementation

Domain Policy Server

Operations Reporis
Domain: Campus Metwork Firewall: FA11 IP Address=10.0.11.1
Topology Rules
7 Fyv Orier | Protocol Source|p Source Port | Destinationlp  |[Destination Port]  Action |
? |—_=|IF__W11 T tep 1652236420 |7 e a0 Dreny [
D Fifi 2 2 tep 185 223647 7 g an Fermit
[ vz 3l tep EH A 2 193.140.248.162 (80 Permit
ditecp 155.22364F |7 193140248162 120 Cieny 3
aitcp 1655.223.64.30 |* AAedid 21 Ceny
fitcp 165223 647% 7 gy 21 Fermit | 5%
Titep rH52FI6EE T 183140248162 |1 FPermit
E tEF:I *_*.*.* * *_*.*.* +* Denlﬁl.
8 udp 165223647 I* 183140248162 153 Fermit -
Communication and Processing Log
User Entered: 11 DEL 7 kst
kaotification: intra-fireweall anomaly check started
Motification: intra-fireweall anomaly check completed
Hotification: inter-firewall anomaly check started
katification: inter-fireweall anomaly check completed
Fequestsent: 11 10838 DEL ¥
Fesponse received: 11 1088 ACK el




Operational Values - 1
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Operational Values - 2
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Operational Values - 3
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Operational Values - 4

PolicySet.xml upload time (ms)
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Operational Values - 5
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Operational Values - 6

PAC processing time (ms)
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Contributions

Firewall configuration management
architecture — DPS and FAs

Firewall policy representation in XACML
Configuration message communication

Automatic deployment of organizational
policies

Policy anomaly checking



Future Work

Extend our architecture so that management of
a number of domains distributed over globe is
possible

Change tree based network model to graph
based model

Use SAML for communication
Integrate a policy query manager

Design firewall agents to be more intelligent



Thank you for your interest.

Tugkan TUGLULAR
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Tugkan TUGLULAR



DTD for Network Topology

<?XML version="1.0"?>
<IDOCTYPE Topology [
<IELEMENT Topology (Subnet)*>
<IELEMENT Subnet (Firewall)*>
<IATTLIST Subnet Description CDATA #REQUIRED >
<IELEMENT Firewall>
<IATTLIST Firewall Type (DFW | SFW | PFW)
#REQUIRED IP-Address CDATA #REQUIRED >




